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CCS Media provides certified security engineers who can help you reduce your risk of a costly data breach by discovering 
critical, exploitable vulnerabilities and providing you with actionable intelligence for informed business related decision 
making. This increases your operational efficiency and improves your security risk posture.

Penetration testing uncovers critical issues and demonstrates how  
well your organisation is protected.

CCS Media
Penetration Testing

Risk

Improve Security Posture and Reduce Risk

CCS Media penetration testing affords peace of mind by 
using our highly skilled experts to test your network, finding 
any vulnerabilities and sharing our advice to help you secure 
the network.

What is a Pen Test?
Our solutions act as an attacker and try to 
get into the organisations network. Known 
vulnerabilities are attempted first but if this 
proves unsuccessful then other routes will 
be found.

Process

Improved Service Experience Through 
Consistent and Repeatable Methodology

CCS Media services provide an international first class service 
experience while still maintaining the ‘personal touch.’

Internal Pen Testing
This is an on-site engagement and the 
objective is to get to the main admin through 
any means across the internal network. 
Most of our competitors stop there but 
we will ensure every single vulnerability is 
genuine and not a false positive.

External Pen Testing
This is an off-site engagement and the 
objective is to gain access to data - if we 
gain access to any confidential information 
we will call the customer immediately.

White Box or Black Box?
White box engagements are when the 
customer gives us the information we need 
and black box is where our solution has to 
find it and the customer will confirm. 

Customer Scoping Call

CCS Media Research
We will do research on the customer and find out 
what information is in the public domain, what email 
addresses are public and whether they have been 
hacked previously.

Discovery
This is different for white/black box but will proceed 
to use multiple tools to test and exploit vulnerabilities 
and tell any accessible IP addresses.

Validate Vulnerabilities
If they are found, we will ensure that we go as deep 
into the network as possible and make sure they are 
not false positives. Many of our competitors will simply 
just notify of vulnerabilities found.

Reporting
CCS Media will create an in-depth report which will 
show exactly what we accessed, where and how. 
Others may not show you the full path.
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For more information speak to your Account 
Manager, call us on 01246 200 200, email us at 
letstalk@ccsmedia.com or visit our website at 
ccsmedia.com.


